
User	Agreement
You	must	read	and	understand	the	general	use	policy	in	order	to	gain
access	to	IREI’s	data	storage.

The	user	agrees	…

1.	 To	use	the	resources	responsibly	and	in	a	way	that	does	not
impede	the	use	by	others,	and	to	adhere	to	the	resource	policies.

2.	 To	use	the	resources	for	scientific	research	projects	for	which	the
access	is	granted.

3.	 To	avoid	accessing,	copying,	or	altering	files	outside	of	the	user’s
home	and	project	directory.

4.	 That	the	user	account	and	credentials	(password,	SSH	keys)	are
strictly	personal	and	should	not	be	shared	under	any
circumstances.

5.	 To	inform	the	administrators	about	changes	in	contact	information.
6.	 That	upon	the	agreed	project	end	date,	the	user	will	be	restricted

to	accessing	data	only,	and	all	access	will	be	closed	after	three	(3)
months.

7.	 That	all	data	will	be	removed	six	(6)	months	after	the	project
closing	date.

8.	 That	the	administrators	reserve	the	right	to	maintain	and	adjust
the	system	in	order	to	facilitate	efficient	and	fair	use	of	the
resources,	which	may	limit	usage	for	a	particular	user.

9.	 That	accounts	never	logged	into	since	creation	are	terminated
after	three	(3)	months	of	inactivity,	and	all	other	accounts	are
automatically	terminated	after	twelve	(12)	months	of	inactivity.

10.	 That	in	the	case	of	an	abrupt	termination	of	the	user	account,	all
relevant	data	will	be	transferred	to	the	PI,	who	will	be	asked	to
confirm	whether	the	data	should	be	kept	or	removed,	in
accordance	with	the	Resource	Policy	—	IREI	Cloud	Storage.

11.	 That	no	system	or	hardware	is	perfect,	and	the	IREI	administrators
cannot	be	held	liable	for	any	damages	or	loss	of	data	caused	by
imperfections	or	accidents.	Violation	of	the	use	policy	may	result	in
the	termination	of	user	access	and	legal	action.

12.	 To	back	up	their	own	data	on	storage	outside	of	IREI’s	Data	Cloud
/	Nextcloud;	IREI	is	not	responsible	for	data	loss	where	no
independent	backup	exists.

13.	 That	large	projects	and	groups	must	use	allocated	Team	Folders
for	shared	project	data,	rather	than	storing	it	in	individual	users’
personal	storage.

14.	 That	external	and	public	sharing	of	data	is	permitted	at	the	user’s
own	discretion,	and	that	the	user	is	responsible	for	any	exposure	of
their	data	resulting	from	such	sharing.

Responsible	use	and	resource	policies	are	outlined	on	the	IREI
resource	website.	Detailed	storage	rules	(quotas,	extensions,
retention,	and	offboarding)	are	set	out	in	the	Resource	Policy	—
IREI	Cloud	Storage	document.


